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 What is the NAT Problem: definition and size

« Why SBCs non-solutions?

 How are we dealing with it today: STUN, TURN, ICE, SBC???
* Long-term solutions: BEHAVE, smart-TURN, IPv6?7??
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NATs Don't Work Easy with Peer-to-peer

 Problem:

peer-to-peer applications use some signaling protocol to invite incoming
traffic from their peers

If the inviting peer is behind a NAT, its advertised non-routable private IP
address is completely useless for the invited peer

First historical sighting: FTP (fixed by introduction of “passive FTP”)

#1 SIP INVITE #2 SIP INVITE

SIP Server

Callee

192 168.99.1 195 37.77.101 [INVITE sSIp:+420324324324@prague.eu
From: sip:g.w.bush@whitehouse.com;tag=12

Contact: BigGuy <sip:UserA@192.168.99.1> Callee cannot
Send packets

Via: SIP/2.0/UDP 192.168.99.1:5060 To non-routable
—— RFC1918

addresses
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Problem Size
TEKELEC

 Hard to say but apparently HUGE

« Hard-to-say because NATSs are frequently used to hide private
networks and it is thus hard to make measurements that would
provide reliable estimates

 Huge because prevailing percentage of households and businesses
are known to be NATTed

* Brian Carpenter (January 2001): “My hand waving estimate is that
40% (160M) of users are behind a firewall and/or NAT, 50% (200M)
on dial-up, and 10% (40M) have direct always-on access. But there is
no way | can justify these numbers.”

e Iptelorg’s SIP VolP deployment base in residential environement: in
average 20% subscribers are behind hard-to-traverse symmetric
NATs  more than one third of all calls needs to traverse NATs
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IPv6 will solve all the problems:

It gives us so huge address space that one does not need any NATs
any more: we get
340,282,366,920,938,463,463,374,607,431,768,211,456 addresses

There are so many migration strategies for IPv6 you just need to picl
up your favorite

.. Just if it happens ....
Incentives for IPv6 transition pain not compelling now
IMS community withdrawing from IPv6 ambitions

And authors are scetic about how likely it is NATs will disappear from
the field even with IPv6

Register author as sceptical wrt IPv6 deployment in next 10 years if
ever.
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» Session Border Controller (SBC) — what is it? Fascinating marketing
notion without precise technical meaning. Marketing perspective:
security problem? Throw a box at it!

» Technically known as a centralized monolithic signalling and media
relay. One of the key features is NAT traversal by method of forceful
media relay which gets over NATSs by splitting peer-to-peer traffic in a
symmetric pair of client-sever NAT-friendly traffic flows.

By the way many SBCs are marketed to include many more features
Signaling obfuscation
Interop fixing
Encryption
And also: save whales and prepare french fries?
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The Before and After Pictures

« Without SBC/media relay  With SBC/media relay
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e ... other than impact on your budget ...

 How can QoS be, if SBC forces “triangular routing” while increasing
latency and network bandwidth consumption?

» If it uses application knowledge for “best judgement”, how can the
judgment be facing new previously unknown applications running on
the end-devices?

e Can it be that this “wunderwaffe” which centralizes control is actually
a single point of failure?

 Where is auditable security with a device designed conceptually as a
solve-your-security-problems blackbox?
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QoS: How is Your Latency Today with

Two phones in .de calling over a US/CA
based service may experience RTT of

about 200 ms — hard-to-deal with QoS
Impairment.
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One of the key Internet concepts: stupid network.
Network is application-ignorant.
Applications are implemented in the end-devices.

Innovation is not prohibited by a necessitated and cumbersome
upgrade to network infrastructure

One of the key SBC concepts: to boost security, provide deep-
iInspection of traffic and support only traffic consider legitimate.

This is a conflict: you can’t have both innovation by application-
unawareness and security by application-awareness

Field reports: SBCs unable to deal with numerous standardized SIP
extensions (MWI, Messaging)
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Centralized point of control, however appealing it sounds to control
freaks and network managers implies here a hidden side-effect:
single-point-of-failure

Worst-case: all of equipment behind an SBC, on SBC failure it is ALL
unreachable

“Backup SBC” does not address the hardest part: malicious packets.
Step 1: Primary SBC is brought down by such a packet
Step 2: Secondary SBC comes up
Step 3: A retransmission of the packet brings the backup SBC down too
Step 4: there is just the dust

Field experience provides evidence for reliability concerns
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» First, authors reserve to believe in incremental development and
cannot be serious about any “Wunderwaffe”

 Real-word problems to be solved by Internet protocol puzzle

STUN - protocol that allows to learn end-devices public IP address and
use it in signaling. Workable for most of today’s modern residential NATs
but not for all NATs in the field (~ 20%)

TURN — media relay (kind of SBC) that makes media symmetric to
accommodate the symmetric nature of NATs. Downside: see SBC.

ICE — framework that allows clients to test multiple NAT traversal
methods and choose one that looks reasonable and is tested to work.

* Not nicest and easiest, butwith this combination close-to-100% NATS
are traversable today. (Remaining ones to be upgraded or disposed.)
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« Le’ts help to make the network better:

BEHAVE WG in the IETF is standardizing NATs which are eaiser to
traverse for applications by being more deterministic

Note though that whereas it helps to greatly improve the field situation,
end-devices following the end-2-end principle have to assume network
difficulties with which they have to be prepared to deal on their own.

 Mode damage control we can do for dealing with hard-to-traverse
NATSs that don’t work without media relay

Challenge: minimize tirangular routing
Methodology: AKAMAI, anycast, provisioning
Introduce more e2e robustenss
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NATs have been historically the biggest obstacle to VolP deployment
State-of-the art: STUN+TURN+ICE

SBCs popular marketing item but there are serious downsides that
need to be understood: impact on QoS, Auditability, availability and
interop

Key to long-term solution: simplicity

Remove the problem where it is coming from: make NATs
BEHAVE

Have end-to-end robustness: ICE

Using media relays optional and using optimization techniques to
minimize their latency impact

Estimated time of arrival: with ICE and BEHAVE being finalized in the
IETF, 3-5 years
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