i

enum.at

Selective Peering with
Federations

Michael Haberler, Otmar Lendl
enum.at



Content

VoIP Peering: Framing the Problem
Peering Fabrics
Requirements and Design Goals

Federations
The Domain Policy DDDS Application

Summary

07.06.2006 Peering with Federations




A Carrier

The SPIT Problem .

. ENUM
customer’s
VSP
My
brother’s /
VSP My
supplier's Local market

PBX research pollster

Big offshore
e VolIP operator
Emergency
public alert
System

My \/nlP SP
extrasensory g

perception
needed here

Fritz! Box with
ENUM enabled

07.06.2006 Peering with Federations



VoIP Islands

07.06.2006 Peering with Federations



Restating the Problem

Staying on IP end-to-end makes sense - VoIP islands as
POTS replacement don’'t make a lot of sense long term.

However, open SIP servers are a problem waiting to
escalate.

This is about enabling VoIP islands to connect without
downsides of open model.

Give the operators tools to build bridges.

Keep them in control over with whom they peer.

Permit business model continuity if so desired.

07.06.2006 Peering with Federations



VolP Peering fabric (outgoing)

1. Is the target number on |IP?

2. Which entity hosts the target URI?
3. Do we peer with each other?

4. How do | deliver the call?
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VoIP Peering Fabric (incoming)

Open up the network for incoming traffic
from the fabric.

Make sure the source entity actually
gualifies as VolIP peer.
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Fabric example: Selective ENUM
DNS Visibility (el64.info)
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Example: SIP redirect
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Example: SIP proxy
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Requirements and Design Goals

Principle of Policy autonomy

Numbers are optional, URI's are not — key on proper attribute
ENUM maps numbers to URI’s just fine

Enable automatic peer discovery

Map bi- and multilateral agreements

Call flow intermediaries are optional

Neutral with respect to SBC'’s, anti-SPIT measures etc.

You can have a Peering Fabric Provider, but you don’t have to. End-
to-End is OK.

No business model implications. Settlements are OK if you think you
need them, as is “free” or “sender keeps all”.

Ingress/Egress not required to be on public Internet.
Based on standards
Minimally invasive on SIP stacks
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Federations

A Group of VolP Service Providers, that

Accepts calls among each other
share a common business/administrative policy
Share a common technical setup for interconnection

NB: “VSP” includes service providers, business
users and potentially end users.
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Examples

Bilateral Peering

Open SIP servers on the Internet
TLS Cloud

Layer 3 walled gardens

SIP Hub

A single provider (use case: Network
grooming)
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Call Routing with Federations

Find a common Federation.

Both islands have a Hovercraft port: they
are members of the Hovercraft federation. ﬂ

Peering is possible. p -.@
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Federation based Routing

If source and destination are members of the
same federation then a direct connection Is

possible.

Discovering such a shared federation should be

automated.

federation could distribute list of all members (plus SIP
domains, access lists etc).

Better: Members just publish their list of federations.

Automatic discovery scales better than multiple
bilaterals.
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Why use the DNS

VSPs can be identified by their Domain

It's the next abstraction after A, SRV and
NAPTR records

The Infrastructure Is In place (incl.
authentication)

Pretty lightweight: no extra lookups over
RFC3263
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Dynamic Delegation Discovery
System (DDDS)

RFC 3401ff

Lazy bindings of strings to data
Sequence of mapping operations

Distributed database
Can use the DNS as DB.

Example:
ENUM (E.164 to URI mapping)

07.06.2006 Peering with Federations



The Domain Policy DDDS

Input: Domain
As taken from the destination SIP URI

Output:

Boolean expression of rules describing the
options.

Result drives call routing.
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Federation Types

Named Federations
Likely based on contracts/MoU

Potentially a sponsoring organisation
Services-field: “D2P+SIP:fed”

Ad-Hoc Federations

Enumerate preconditions based on standards
Services-field: “D2P+SIP:std”
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The algorithm

Input: target domain, set of locally supported federations and/or standards.

=

Retrieve all NAPTR records where services matches "D2P+SIP(;.*)?"
No matching NAPTRs? Method not supported by target — use RFC3261 ff.

3. A single non-terminal NAPTR? a policy reference — follow it (1).
(example: user domain refers to provider policy)

N

4. Group and sort ascending all NAPTRs by “order” field.
5. For each group:
1. Extract URI from each NAPTR.
2. service-field indicates “fed”? A federation name — test against supported fed set.
If in set, remember fed name.
3. If service-field indicates “std” — a requirement by a standard — if we can support it,
remember.
4, If all conditions in group “true”, signal success returning federation name and/or list
of conditions.
5. If one condition in group fails, continue with next group.
6. The target does not qualify as a peer — apply fallback route.

07.06.2006 Peering with Federations 20



Examples

Customer domain hosted at Provider

customer.org. NAPTR 1050 "™ " D2P+SIP" "™ provider.com.

Provider iIs member of two federations

provider.com. NAPTR 10 50 "U" "D2P+SIP:fed" “I*.*$!http://sipex.org/!" .
NAPTR 20 50 "U" "D2P+SIP:fed" "I".*$!http://example.net/!" .
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Complex Example

With a ad-hoc federations:

provider.com.

read as:

NAPTR 10 50 "U" "D2P+SIP:fed

NAPTR 20 50 "U" "D2P+SIP:fed

NAPTR 30 50 "U" "D2P+SIP:std
NAPTR 30 60 "U" "D2P+SIP:std

" HIN*$Inttp://sipex.org/!" .

" "IN *$lhttp://example.net/!” .

" "IN *$lurn:ietf:rfc:3325!" .
"IN A$lurn:ietf:rfc:3326!" .

| prefer sipex.org over example.net, lastly

If you fulfill both rfcX and rfcY.
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Implementation

OpenSer:

Open Source spin-off from the iptel SIP
Express Router

Widely used in academic and commercial
settings

Flexible call processing language
Module Interface
Our code Is avallable at www.enum.at
Back-porting to SER should be easy.
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Domain Policies

New module

Local DB Table keeps:
All local Federation memberships
Federation-specific settings for call routing

Two functions:
dp_can_connect ()

dp_appl y_policy()
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Supported parameters

TLS settings
client certificate. Validate other cert y/n.

Source IP address

Outgoing SIP port number
Override SIP transport (udp/tcp/tis)
Domain prefix

Domain suffix
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Usage:

dp_can_connect ();
switch(retcode) {

case -2:
xlog("L_INFO',"Errors during the DP eval uation\n");
sl _send_reply("404", "W can't connect you.");
br eak;

case -1:

xl og("L_I NFO',"We can't connect to that domain\n");
sl _send_reply("404", "W can't connect you.");
br eak;
case 1:
xlog("L_INFO',"We found natching policy records\n");
avp_print();
dp_apply_policy();
t_relay();
br eak;
case 2:
xl og("L_I NFO',"No DP records found\n");
t_relay();
br eak;
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Summary

Selective Peering plus ENUM provides a framework for
“VoIP interconnection”.

It provides hints for matching methods.
Security comes through methods agreed upon.

Keeps choices open — SBC or end-to-end, public
Internet or 10.x..

Enables incremental deployment of methods (like anti-
SPIT), eases migration

Retains full control over business model — Settlement,
SKA, free

Used in Austria Infrastructure ENUM deployment.
Standardization is in progress: IETF/Speermint.
Implementation available — give it a try.
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Thanks for your late-afternoon patience!

Michael Haberler
mah@inode.at
+43 664 4213465

Otmar Lendl
lendl@nic.at
+43 1 5056416 33
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