VoIP Security: Hype or Necessity?

Saverio Niccolini
(saverio.niccolini_at_netlab.nec.de)

Senior Research Staff Member

Network Laboratories, NEC Europe Ltd.,
Heidelberg, Germany



VoIP Security Threats = jeiSeen
==mmm  Accounting data
messs Sniffing

* How many
attacks of this
type have you
seen so far? s

server

age 2 © NEC Corporation 2006 VolP Security Seminar



Attacks reported so far?

* Brute force password hacking
— see VOIPSA mailing list (24.05.06)
— attacking just a test system
— gathering real users by looking at 401/404 messages
— User-Agent header falsified
— Using just one single IP address

* Phishing via VoIP (not really a VolP Security attack)
— http://www.cloudmark.com/press/releases/?release=2006-04-25-2

— attack carried out over VolP systems to spoof an unwitting target's
financial institution

— Scammers posing as banks are emailing people to dial a number and
enter personal information needed to gain access to their finances

* Tools to perform attacks are starting populating the WWW

— SiVus, SIPsak, PROTOS SIP Suite, SIP Forum Test Framework (SFTF),
SIP bomber, SIPp, Nastysip, SIPNess, NetDude, Scapy, Cain & Abel,
VOMIT, Oreka, VoiPong, Send-SIP-Fun, Skora.net, NMAP

» Otherwise the problems come from misconfigurations, bugs in the
firmware, immature protocol stacks
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Is VoIP Security just
DoS and SPIT prevention?

o Actually not

— VoIP Security is about
e Secure signaling
— Necessity: TLS is a good answer
e Secure media flows
— Necessity: SRTP, media keying is a big war...
 NAT/FW traversal
— Necessity: STUN, STUN relay, ICE are good solutions

o Lawful Intercept

— Necessity: it is a legal requirement, we live in a regulated world
we have to comply to it

* Once you have this we can start discussing of
DoS and SPIT
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Conclusions (1)

 VoIP Security is today necessity and it is feasible
— TLS, SRTP, NAT/FW traversal
— Different discussion about Lawful Intercept

« DoS and SPIT are today Hype, tomorrow is going to be Necessity

— as soon as VolIP is going to be areal value for attacker

e today if I need to talk to someone | call him on the mobile not using his SIP
identity

 Be careful
— VoIP Security (DoS and SPIT) is a nice word to sell expensive devices
today

e they are not really needed now and are implementing methods that are not
clear if they will stop a real attack or not (but are a good start)
— standards are going into the right directions but there is no 100%
secure method of communication
e use Authentication (challenge as much messages as possible), use TLS,

use ldentity as soon as it is standardized, use SRTP (given that there is a
media keying defined...)

* do not think that you are safe after deploying this technology



Conclusions (ll)

 VoIP Security Is a good area to do research

— DoS methods need to be specialized for VolP

o currently no report of attacks means no real data for
building simulations

— need DoS and SPIT attacks models
— need to model real traffic
» from L3 toL7, from IP addresses, TTL to SIP identities

» taking into consideration timestamps (start time and end
time of calls)

— SPIT is going to be one of the most annoying
threats of the next years
* research just started
» effectiveness has to be tested and proven



