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Abstract—Ad hoc networks are a new networking paradigm out to disrupt the functioning of the network and degrade
characterized by a dynamic topology and the absence of aijts performance. Some other malicious nodes may not drop
predefined infrastructure. As a consequence, ad hoc networks packets, however, they will send false accusation to isolate

are more vulnerable to attacks than traditional networks. The th des i der to di t th ) K f
mechanisms used so far for protecting these networks are some other nodes In oraer 1o disrupt the network performance.

authentication and encryption. The latter, however, seem to be

inefficient against malicious packet dropping and denial of service In this paper, we develop a reputation system that detects
attacks. This paper addresses the malicious packet dropping mishehaving nodes and discard them from the network. Our
problem and describes a mechanism to deal with. In fact, nechanism builds trust between the nodes in the network
a trust model based on the reputation concept is developed. . . . .

This mechanism provides two main functionalities: monitoring by St'm‘,“f”‘“”g collaboration between them and discourage
the behaviour of the neighboring nodes in the network and the malicious ones to carry out attacks and fraud. In our
computing their reputations values based on the information scheme, each node in the network, monitors the behaviour of
provided by the monitoring. This paper also discusses in details its neighborhood and if a misbehavior is detected, the other

how the reputation information is managed within the network. eighioring nodes are informed in order to help them in
The proposed mechanism is also validated with some simulation .
protecting themselves.

work showing its feasibility and performance.

|. INTRODUCTION Using reputation mechanisms to secure packet forwarding
Ad hoc networks represent a new networking paradigmas proposed by many authors. For instance, in [1] and [2],
where communications are established between devidated and selfish behaviours are studied and the reputation
without the support of a centralized infrastructure. Thikere is simply bound to how "good routers” the nodes are.
new paradigm provides an interesting complementary (if nddb be more precise, a good node refers to a node that
an alternative) to the traditional networks, especially th&drwards packets to the next node in the path even it has no
devices can easily be added or removed and the network virllerest in this transaction. Based on the number of successful
smartly reconfigure itself after any change. Unfortunatelforwarding transactions, a reputation value is assigned.
the lack of infrastructure and the open accessibility of the
ad hoc networks have made them more vulnerable to attack§wo other reputation systems that work in the same way
than wired networks. Usually security in ad hoc networkisave also been proposed to help protect packet forwarding
is achieved through authentication and encryption. These ad hoc networks: the Collaborative Reputation (CORE)
techniques could only be considered as a first line of defensechanism [3] and the Fairness in Dynamic Ad Hoc
as they cannot for instance prevent a malicious node that INetworks (CONFIDANT) protocol [4].
already joined the network to drop packets in order to carry
out some denial of service attacks. This problem has led toThe CORE scheme uses global reputation values that range
the development of reputation systems to detect maliciofiem the value+1 through the valued to the value—1.
nodes and discard them from the network. This mechanism places more weight on past observations
which may tolerate sporadically bad behaviours. In this case,
In this work, we will be dealing with two kinds of a malicious node can build a good reputation, becomes a
misbehaviours: malicious packet dropping and faldsottleneck node and then starts behaving maliciously which
accusation propagation. In ad hoc networks, each nol@aves in this case a deep impact on the network performance.
is assumed to be a router for the others, however, these nodes
usually have limited capabilities which are considered as anThe CONFIDANT mechanism extends reactive routing
excuse by some of them to behave in a selfishly way by usipgptocols and uses only negative values for computing
the resources of the other nodes and without offering angputation. The CONFIDANT scheme uses Alarm messages
themselves. In fact, selfish nodes rely on the other nodes in thénform the other nodes in the network about a misbhehaviour
network to forward their packets, however, they only forwarthat occured. This information is sent to a “Friends” list.
a certain amount of the received packets in order to save thEis is restrictive and complex as a node’s “friends” need
resources. Malicious packet dropping may also be carritml be determined and the corresponding information has



to be maintained. CONFIDANT allows malicious nodegathered from the nodes that are only one hop away from the
recovery through timeouts when their entries in the black listequester node as it will be discussed in section 1lI-A
expire and are deleted. This way of allowing nodes recovery
introduces a new vulnerability which is enabling maliciouBuilding trust between nodes in an ad hoc network requires
nodes to join again the network and repeat their attacks. that these nodes possess some correct identities valid over
a reasonable period of time. The more resistant to spoofing
As for SAFE, it also extends reactive routing protocolghese identities are, the more robust the reputation system
This mechanism uses positive reputation values varyiigy Our mechanism simply uses IP addresses to identify the
between0 and 1. This allows to describe in an easy wayodes and can be used in concert with any other mechanism,
the proportions of packets forwarded by each node for instance the Secure Routing protocol (SRP) [5], for
the network. Contrary to CORE, the SAFE mechanisulealing with IP spoofing.
places more weight on the most recent observations, but
without neglecting past observations. This way of computirlg ad hoc networks, packet dropping has various reasons
reputation provides a more fair and seamless way in ratibghind it. A node may drop packets to save its resources or
the other nodes. SAFE also allows misbehaviour informatida carry out a denial of service attack. However, it may also
exchange between neighboring nodes without restrictidmppen that a node drops packets because it simply does not
which provide a more robust mechanism for protecting theave enough resource to do so. SAFE considers the excessive
entire network. Our mechanism also prones nodes recoveggicket dropping as a misbehaviour regardless the intension
however, when the recovering nodes join again the netwoilehind. A malicious node in this paper means that this node
they will be assigned “critical” reputation values which forcevas assigned a reputation value less than a the threshold
them to behave correctly, otherwise they will be discardetefined in section I1lI-B. These reputation values are tightly

again from the network. bound to the number of packets dropped by a node. Thus,
when a threshold is reached, the packet dropping becomes
This paper is organized as follows: section |l describes serious threat and the node responsible for this dropping

the SAFE mechanism, its components as well as iftsust be avoided.
functionalities. This section presents in particular how the
reputation information is gathered, stored and evaluated. SAFE also advocates smart collaboration between the
simulation work validating the proposed scheme and showingdes in the network. Suitable methods for implementing
its performance is described in section V. Next, Section Such collaboration constitute epidemic algorithms  [6].
describes some issues that can be addressed in the futureTral latter transmit information when nodes get in direct
finally, section VI concludes the paper. contact, similar to the transmission of an infectious disease
between individuals. In fact, when a misbehaviour regarding
a node A is detected, this information is broadcasted to the
] neighboring nodes, which will store it for a period of time. If
A. Overview it happens that these nodes move to another network and this
Establishing trust in ad hoc networks needs to pass througiisbehaviour information is needed for some reasons such
detecting intruders and discard them from the networks the recent joining of node A to this new network, this
However, if we rely only on self-detecting misbehaviors, thimformation can be used to help in detecting and discarding
could be insufficient because a node currently not detectingde A. The way the reputation repositories (see section
any fraud, could not be sure that all its one-hop neighborhodeB) are built in SAFE, are also based on some methods
are trustful. Indeed, a node that is actually not sendinged in the epidemic algorithms [6],which makes them more
packets cannot detect selfish nodes in its neighborhood. #\stable for highly dynamic networks.
a consequence, collaboration between neighboring nodes is_ . .
mandatory to provide a global mechanism for protecting ttfe Building Blocks
entire network. For achieving that, each node in the networkSAFE builds trust through an entity, called the SAFE
monitors the packet forwarding of its neighborhood and updkgent, that runs on each node in the ad hoc network.
detecting a misbehavior from one of them, it broadcasts tH&sich node is in charge of detecting local misbehaviours
information to the others. The reputation values that eaofdependently. However, collaboration between all the nodes
node computes is based on the results of the undertakemequired in order to secure the entire network. The SAFE
monitoring and will express the amount of trust that this nod&gent architecture is depicted in figure 1 and comprises the
has in the ones that it is relying on to forward further itfollowing functionalities,
packets. The mentioned reputation information broadcast will
be referred along this paper as sending an accusation. Also, #he Monitor: The Monitor is in charge of observing the
node A neighborhood will refer to the nodes that are only om®de’s neighbourhood packet emission. For instance, if node
hop away from node A. This simply means that accusatioAsis monitoring the behaviour of node B, node A will keep
are sent only one hop away and the reputation informationdsratio of the number of packets that node B has forwarded

Il. THE SAFE SHEME



The Reputation RepositorBAFE assumes that each node
in the network maintains a Reputation Repository where
the neighbouring reputation values computed according to
the metrics described in section |IlI-B are stored. These
repositories are filled by the reputation values computed

SAFE Agent

Reputation

Repository

through a direct monitoring or through the accusations
Filter j> Reputation Manager sent by some nodes in the network. To be more concrete,

. ) SAFE stores the reputation information in form of (key,
- Reputation gathering value) pairs. The key field refers to the IP address of the
- Reputation computing node that the reputation is being computed for, however,

. - Reputation updating the value field refers to a vector comprising the R&ERL

Monitor which is the reputation value of the node being monitored

and the TTL which is the Time To Live value. The TTL

indicates the period of time for which the entry is valid and

when it expires the entry is automatically removed from the

Reputation repository. The TTL is used for two purposes.
Fig. 1. Trust Manage Manager Achitecture

o Limit the size of the repositories especially that some
nodes may leave the network and do not join again for

and the total number of packets that node A has transmitted 4 long time, so it is useless to keep their entries in the

to node B to forward them further. The monitoring results are
regularly communicated to the Reputation Manager, which
will update the reputation value of the node being monitored
and store it in the reputation repository.

The Filter: As it will be described in section llI-A, the
SAFE mechanism adds a reputation header to the underlying

reputation repositories if these entries are not used

The nodes that are discarded from the network because
they excessively dropped packets, whatever the reason
behind it, can recover and join again the network.
The nodes that failed to forward packets because of
physical problems will join again the network and
participate actively in the packet forwarding operation.

routing protocol in order to facilitate the exchange of the
reputation information between the different SAFE agents.
The Filter can be considered as a complementary module
that helps in distinguishing the packets containing some
reputation information from the rest of the received packets.
In fact, when a packet is received by a node, it passes first
through the Filter that checks whether that packet involves
a reputation header. If it is the case, the packet will be
forwarded to the Reputation Manager. Otherwise, it will be
processed as a normal packet.

The malicious nodes can also join the network after
being discarded. However, every node that joins the
network will be assigned a reputation value close to
a predefined threshold as described in section 1lI-B.
This will force the malicious nodes to behave correctly,
otherwise their reputation will get down and reach the
mentioned threshold very quickly and thus, they will be
discarded again from the network

The way the reputation repositories are built in SAFE is

The Reputaton Managerthe Reputaton Manager i thell % 1% S0TE, eChansns used 1 epaerc sgorne
main component of the SAFE Agent. This module is il[l : b ging

general responsible for the manipulation of the reputaticgﬁpmatlon information in highly dynamic ad hoc networks.

information. To be more precise, the Reputation Manager
gathers, computes and maintains the reputation information
related to the neighbourhood. The Reputation ManagerAlthough the SAFE scheme introduces some new features
takes input from either the Monitor or the Filter. The firsthat can be incorporated easily with the underlying routing
case reflects that a certain node packet emission is beRigtocol, this scheme still remains lightweight and can be
monitored, so, the Reputation Manager must be contactedfggrated further with a protocol such as the Secure Routing
update the corresponding reputation information. Howevétrotocol (SRP) [5] to deal with secure route discovery. In this
the input received from the Filter is related to some reputatiG@se. the network is more secure as it is enabled to detect a
information exchange between some neighbouring nodwiler set of attacks.

regarding a malicious/accused node (see section |IlI-A for i .

more details). The Reputation Manager computes the né Reputation Information Exchange

reputation value of the node under consideration using theSAFE provides a novel way of exchanging reputation
metrics described in section I1lI-B and stores this value in iteformation between neighbouring nodes in the network. This
reputation repository. exchange is achieved through the SAFE Header depicted in

IIl. THE PROTOCOLDESCRIPTION



the figure below. existing in the reputation repository (denoted By.q) Of
the node being performing the rating.The direct reputation
REPTYPE | ACCUSEDID | REPVAL values are tightly linked to the number of packets forwarded
during a transaction. For instance, if during a given period of
time, a node A has received 10 packets, however, it forwarded

) _ _ ) only 7, this node will be assigned the direct reputation
The reputation information exchange occurs in W@y e 0,7. The reputation of a node varies according to its

situations: First, when a node detects a misbehaviour froé@haviour it may increase or decrease depending on the
another node through a direct monitoring. In this case, t'?\%mber 012 packets forwarded.

node detecting the fraud has to broadcast this information
to its neighborhood in order to help them in protecting Initial reputation value

themselves. The se_cond bS|tuat|on gcc;rsf when ahHOdelf%o nodes are in the transmission range of each other, just
receives an accusation about a node B from another NQ4e,, yhe discovery phase, each of them creates an entry in its

in their neighborhood. Node A will not directly update theeq ation repository for the other and assigns it the reputation

reputation value of node B with the information receivegalue Ainit . This value is slightly above a threshold value

from the accuser, however, it will query the other nodes I he |atter simply expresses that if a certain node has

the neighborhood for their opinions regarding the accusgq tation less than this value, this node is declared to be

node. Based on_ Fhe recelvec_l information, the repUt_at'%licious. To be more concrete, if the threshold value is 0,8
value of the suspicious node will be updated. The menuone%|e initial reputation value will be for instance 0,82

features introduced by SAFE require the addition of a header
comprising the fields depicted in the figure above. The SAFE
Header is incorporated into the underlying protocol header
an additional IP option or as separate header inserted a

the IP header and before the next upper-layer protocol. T er words, if node A is relying on node B for forwarding

SAFE Header consists of three values; the reputation type, packets, node A computes node B reputation using the
the IP address of the node whose reputation is being reporjg owing m’etric

and the reputation value itself. Below, a description of these

different values is provided. orwarded
rdirect(Av B) = #fi (1)
#sent
The reputation value resulting from the formula (1) will be
. combined with the reputation value already existing in the rep-
latter takes one of the following values, utation repository of node A regarding nodemB (s (A, B)).

° REPACCUSATION: this va_lue is _used This can be achieved through the following formula,
when a node detects a misbehavior and

wishes to share this information with its
neighborhood r(A,B) = (1 —a) - rreptab(A, B)
o REPREQUEST: this value. is used When a ta - rairect(A, B) )
node receives an accusation regarding an-
other node and wishes to query its neigh- « is a value ranging betweeh and 1. This formula is a
boring nodes about their opinions weighted sum consisting of two parts. The first part describes
o REP.RESPONSE: when a node receives the node B reputation value already figuring in the node As
SAFE message requesting an opinion abouw¢putation repository. If node A did not meet node B before,
a certain node, the value REFESPONSE the reputation value,.,..;(A, B) is set to the value\;,,;; as
is used to reply to this kind of requests  mentioned earlier. The second part reflects that some changes
. ACCUSEDLD: this field contains the IP address ofregarding node B reputation occurred and the corresponding

Reputation computing using direct monitoring
nitoring the packets emission of a node is achieved accord-
to the number of packets that this node has forwarded. In

. REP.TYPE: Different SAFE messages are distin-
guished with the help of the REPYPE field. The

the accused node reputation value needs to be updated. So node A computes the
. REPVALUE: this field contains the reputation valuenew node B reputation value and adds it to the previous one
of the accused node (rreptan (A4, B)), in the way described in formula (2), before
) ) storing the sum again in its reputation repository. By taking
B. Reputation Evaluation into account a node reputation history, the evaluation will be

The reputation values used in this work, are defined tmnsistent and seamless. Indeed, a “good” router, which met
be real numbers ranging from 0 to 1. In the sequel, we w#l physical problem for a short time, will not be punished and
distinguish between the direct reputation value, denoted Hiscarded as its reputation is going to increase again if we still
rqirect @nd which is the outcome of the packet forwardingely on it for forwarding data packets. On the other hand, a
monitoring, and the residual reputation value, which is @ode reputation should seamlessly vary. If the reputation, for
weighted sum ofrg;,.... and the reputation value alreadyinstance, ripples, discovering a new routing path is frequently



invoked and the node power is quickly consumed. Despifgent allows the use of any other network simulator.
the contribution of the historical reputation, the most recent
reputation value will always be considered more "heavy” by Each mobile host has an omni-directional antenna having

setting the weight: to a sufficiently big value. unity gain. The wireless interface (WavelLan) is modeled as
a shared-media radio with a nominal bit rate of 2 Mb/s and
Reputation computing using accusations a nominal radio range of 250 m [10]. Each node is assumed

In this context, accusations refer to the reputation informatida have a buffer of size 64 packets. The simulation study
that a node in the network has broadcasted regarding anotives carried out by considering the “pause time” parameter,
node. These accusations may be true if the sender has reafych represents the agent mobility in ad hoc networks. For
detected a misbehaviour and wished to share this informatimistance, when the pause time increases, the nodes tend to
with its neighbourhood. However, sending false accusatioremain stationary. Otherwise, nodes are frequently in motion
can also be used for disrupting the network performancsith low pause times (i.e full motion when the pause time
A malicious node, instead of dropping packets, may sef& 0). The random waypoint model [11] is selected as the
false accusations in order to discard some nodes from tmebility model in a rectangular field (600 x 300 meters). The
network and subsequently decrease its performance. Mmovement scenario files are characterized by the pause time
prevent a malicious node to fetch a false accusation, t{feT) parameter which varies from 0 through 20, 30, 50, 100,
SAFE mechanism introduces the following measures. 200, 300, 400 to 500 seconds. The nodes’ speed is uniformly
distributed between 0 and a maximum valuel6fn.s 1.

Accusations from malicious nodes are ignored. This means
that an accusation sent by a node that has a reputation valu®o evaluate the performance of the SAFE mechanism, 15
less than the threshold is ignored total nodes are used in the rectangular field, where source

and destination nodes are located in opposite sides and

If a node A receives an accusation regarding node B, nodee malicious node is in the middle of the transmission.
A will first query its neighbourhood for their own opinionsThe rest of the nodes move randomly in the field. The
regarding the accused node. If the queried nodes have apuyrce node transmits packets with a sending rate of 4
information regarding the accused node, they will send pkts/s and a packet size of 64 bytes. The Dynamic Source
to node A. Here also an accusation number thresigld, Routing (DSR) [12] is used as the underlying protocol
is introduced. This means that if the number of accusatiohecause of its maturity and efficiency. Simulations were run
received by node A is less than the threshold valyg.,, during 900 seconds taking into account the above pause times.
the accusation against node B will be ignored, otherwise, the
reputation of node B will be updated. To be more concrete, The malicious node is created using a two-stage Markov
let us assume that (p > 6,..,) accusations regarding nodechain machine. In the “good” stage, the nodes behave without
B have been received by node A from the nodés ..., N,. dropping any arriving packet. However, in the “bad” stage,
In this case, the node B reputation value will be updated aslicious nodes drop packets based on a “dropping” function.
follows, The latter is defined as a random number between a maximum

(MAX _RATE) and a minimum (MINRATE) dropping rates.
The Markov chain machine oscillates between both states
r(4, B) =T Treptav(4, B) during a period of time #(..,s) that can be a fixed or a

p rans

> i1 Treptab(A, Ni) - Treptan(Ni, B) (3) fandom value.
Zi‘):l 7'reptab(Aa Nz)

Let us note that node A treats the received replies based/Ve investigate in this simulation work the packet delivery
on its trust in the sender nodes. This forces the nodes in fi#o, the routing overhead, the throughput and the average
network to behave correctly as the more trustful the node &j)d-to-end delay (See [10], [11] for more details). The packet
the more valuable its reply is. The historical reputation is agafi¢livery ratio represents the fraction of data packets delivered
considered here through the valtg,.;(A, B). However, the 0 the destination. On the other side, the total number of
weight 7 will be chosen small enough to make the currentifpe routing packets transmitted during the simulation are

+(1-7)-

computed reputation more "heavy”. measured to compute the routing overhead. In this case, each
forwarded packet counts as one transmission. The Throughput
IV. SIMULATION refers to the actual measured performance of a system when

The network simulatons-2 [9] was used to simulate thethe delay is considered. In the simulation results, the metrics
SAFE Agent architecture described in section 1I-B. Thef the Throughput are related to the average value per node.
network simulatorns-2 is an object-oriented and discreteFinally, the average delay shows the average one-way latency
event-drive network simulator that, in the recent years, habserved between transmitting and receiving a packet. It is
incorporated powerful tools, protocols and modules in thimportant to mention that for each configuration, reported
area of ad hoc networks. Considering the-2 simulator is measurements are the mean of at least 20 runs with different
not a restriction as the modular architecture of the SAREAndom seeds.
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The simulation work is divided in two parts. The first 25 | ) i
one compares between the performance of DSR and DSR
enhanced with the SAFE mechanism. However, the second
part discusses the improvement achieved by the enhanc&d
DSR when it uses Passive Distributed Indexing (PDI) II.
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In the rest of this paper, metrics related to the original DS
implementation are represented B$R which indicates that
the DSR protocol performs without the SAFE mechanism.
When the latter is activated, the measurements are identified 50

as Enhanced DSR 25 DSR —
o L ) ) Enhalmced DSRI

A. Evaluation of the SAFE Performance 0 50 100 200 300 200 500

Figure 2 shows the delivery ratio for the above simulation Pause Time (s)
scenario. As the pause time increases, the percentage of
data packet is constantly improved. For example, for pause
times above 100 seconds, the achieved delivery ratio for the
Enhanced DSR is around 10% better than the normal DS§2

When considering highly cynamic scenaridsl( < 100), the L0 2 2001 (L BRC RS FREYe O e
Enhanced DSR performance is similar to the DSR'’s one. ’ q Y,

malicious node and the improvement of other parameters
such as the delivery ratio, throughput and delay. In the sequel,
we will show how the extra routing overhead generated by
o0l | the SAFE mechanism is reduced without any degradation of
e the improvements achieved by this mechanism on the other
80 - e 7 metrics side.
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The efficiency of the SAFE mechanism with respect to the 100 - L . \T”""’T""""w—urr»,,,,,,T 1
throughput is similar to the one obtained for the delivery 0 50 100 200 300 400 500
fraction depicted in figure 3. For medium and low mobility Pause Time (s)

scenarios (mediumt00s < PT < 300s, low: PT > 300s),
the throughput average is close to 235 byte/s for Enhanced
DSR and 215 byte/s for DSR without enhancement. Thus, the
SAFE mechanism allowed the detection of the bad behaviorFigure 5 depicts the total number of packets dropped by
of the malicious node and the setup of a new path to avdite malicious node during the simulation. For the Enhanced
the malicious node. This means that a less percentage of dagR, the number of packets dropped has considerably
packets were dropped by the malicious nodes when the SA8&creased for the majority of the pause times (except for
mechanism has been used. This situation is depicted in figur®2 = 20s and PT = 50s). This behavior is related to
which also shows that the delivery ratio has increased.  the ability of the SAFE mechanism to detect the malicious
nodes and look at for an alternative path. In fact, establishing
Based on the monitoring of the routing overhead depicted new path that avoids the malicious node requires some
in figure 4, SAFE duplicates in almost all the cases thmodifications regarding the underlying protocol(DSR). This
routing overhead in the network. This is quite clear becaupart was not totally implemented yet because we wished to

Fig. 4. Overhead



investigate the impact of mobility on the paths establishment
after the detection of a misbehaviour. So far, the SAFE

mechanism allows a node that detects a misbehaviour to
inform the source node, which will simply launch a new

route discovery. This technique is similar to the one used bg
DSR to setup a new path when a link failure is detected. Ag
the nodes move, re-establishing a new path may come o‘gt
either with a new path excluding the malicious node or withg
the previous path again. The simulation results we have gc%
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regarding this issue, are quite interessting and are discussed 1°

below.
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The number of times for which the malicious node is
detected is depicted in figure 6. Note that for a full motion

of the network PT = 0), the detection of malicious __
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Fig. 6. Detection Frequency of the Malicious Node

B. Performance of SAFE when using Passive Distributed
Indexing (PDI)

In this part, the reputation repositories maintained by the
SAFE Agents are enhanced through an epidemic indexing
procedure described in section Il. First, figure 7 shows that
the packet delivery ratio has been improved when using
the mentioned procedure. The enhanced DSR, in this case,
outperforms the delivery ratio with more than 10% for all
the pause times. In comparison with the previous metrics,
for instance figure 2, the percentage of the packets correctly
received by the destination has significantly increased for the
high mobility scenariosRT < 100s).

nodes is more difficult due to the highly dynamic changes\i 70k i

of the network. This simply means that the maliciouss
node moves very fast and does not have enough time
drop packets. However, for high mobility configurations.
(PT = 50s and PT = 100s), we obtain a “medium” level
of detection which might be due to the fact that when the%
malicious node is detected and when a new path is estabhshé‘d
the malicious node is again part of the new path. The low
delivery packet ratios (See fig. 2) are the result of the number
of link failures that are due to the huge changes occured to
the topology of the network. In the case of low mobility
scenarios (except foPT = 500s), the achieved detections
are within the range (10,18). As for the static configurations,
the malicious node was identified, however, it was during the
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Fig. 7.
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whole simulation time part of the path between the sourceThe throughput is depicted in figure 8 that shows that
and the destination as the network topology did not changmme improvement was also achieved for high and low
To be more concrete, foPT = 500s, the nodes remain mobility scenarios. Due to the low delay generated by SAFE
stationary during the simulation time and the malicious nodehen using epidemic algorithms (See figure 9) and the high
was detected 34 times.

delivery ratio (See figure 7), the throughput of the Enhanced
DSR oscillates within the “optimal” range (227, 248tes/s).



As for the DSR without enhancement, the throughput h&éigure 10), the reputation repositories are optimized. As a
decreased to a value below 21%s/s because there is noconsequence, for the same pause times, an improvement is
way to avoid malicious packet dropping within the normabbserved between 650 ms and 200 ms for 100s and 500s,
DSR. respectively. It is important to mention that the routing
overhead was also improved for high mobility scenarios. For
instance, using the pause times 20s and 50s, the previous

250 T T T T overhead is around 900 and 800 packets respectively as
205 | N indicated in figure 4. However, when SAFE uses epidemic
oo T T — | algorithms, the overhead values are 700 and 650 packets
respectively as shown in figure 10.
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The obtained average delay seems to be similar to the one 100 A e S— 1
generated by the normal DSR as it is shown in figure 9. This 0 50 100 200 300 400 500
means that the SAFE mechanism does not generate any extra Pause Time (s)

delay for the end-to-end latency. Fio. 10. Overhead
ig. 10. Overhea

The simulation results also show (figure 11) the efficiency
DSR —+— of our approach in reducing the number of packets dropped
200 |- Enhanced DSR il by the malicious node. We observe, in general, that the
175 [ i number of the dropped packets has decreased more than
half for all the analyzed pause times. Again, we obtain a
considerable improvement for high mobility configurations
125 - 1 when comparing SAFE with the PDI enhancement and
100 b 4 without this enhancement (figure 5). For instance, for the
\A pause times 20 and 50 seconds, the malicious node has only
B i dropped 150 and 200 packets respectively (See figure 11) in
50 |- 8 comparison with the previous performance results of SAFE
25 | TE—— . ] depicted in figure 5 where the malicious node has dropped
R 345 and 300 packets respectively.
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Pause Time (s) According to figure 12, when SAFE is used with the PDI

enhancement, the malicious node is detected (in the case of
Fig. 9. End-to-End Average Delay low mobility configurations) less times than when SAFE is
used without the PDI enhancement (figure 6). For instance, for
Similar to Passive Distributed Indexing (PDI) [6], SAFEhe pause time 500 seconds, the malicious node was identified
provides effective means (See fig. 10) through localtimes as shown in figure 12. Without PDI enhancement, the
monitoring for coping with stale index entries due to weaknalicious node is detected 34 times (See figure 6).
connectivity, node failure, and modified data. This local
monitoring has potentially less overhead than the previousUsing the Passive Distributed Indexing (PDI) [6], SAFE
version as shown in figure 4. We can see that the overhemthlyses most queries locally without sending messages out-
of SAFE without any PDI enhancement remains constaside the radio ranges of the inquiring node. The simulation
between 400ms and 500ms for the pause tilR85> 100s results show an improvement in the percentage of data packet
as depicted in figure 4. However, with this enhancement (Seelivery, high throughput, and low end-to-end delay. The main
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500 - - - - - - - - - o we will also compare the performance of the SAFE
DSR I . . .
450 |-Enhanced DSR o i mechanism with the other reputation systems such as
400 CORE and CONFIDANT
g a0 |- 1 V1. CONCLUSION
g a0 1 1 So fa_r, ad hoc networks are secured using aythe_nt_ication a_nd
2 encryption. These mechanisms seem to be inefficient againt
- 250 b some other kind of attacks such as malicious packet dropping
g ool i and denial of service. The mechanism we suggested enabled
£ routing protocols to detect packet dropping frauds. In fact,
150 1 1 the nodes in the network monitor independently the behavior
100 | . of each other, however, they need to collaborate in order to
identify the intruders. As this mechanism is based on the
0 20 30 50 100 200 300 400 500 reputation concept, functionalities such as reputation informa-
Pause Time (s) tion gathering and reputation computing are also discussed.

Fig. 11. Data Packets dropped by the Malicious node when PDI is useg)ur proposal yvas als.o. Ya“dated with some simulation work
showing both its feasibility and performance.
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