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Abstract—Like any other Internet-based service VoIP servers
can be the target of denial of service attacks. While operators
will certainly deploy various mechanisms to prevent such attacks,
detecting and preventing DoS attacks is not a trivial task. Attacks
can be disguised as legitimate VoIP traffic so distinguishing
between a denial of service attack or a sudden surge in traffic due
to some event is not always possible. Hence, VoIP servers need
to incorporate mechanisms that would deal with the attack in a
manner that would not lead to a complete service interruption.
In this paper, we propose a new approach called the Receiver-
based SIP Overload Control Algorithm (R-SOCA) which aims
at stabilizing the behavior of a VoIP server during overload
situations and preventing a complete collapse of the service. R-
SOCA is designed so that it takes the cause of the overload as
well the nature of the overloaded resource into consideration. R-
SOCA was implemented in a SIP proxy and tested under various
conditions. The test results show a significant improvement in
the performance of a SIP proxy under overload situations and
the ability of this algorithm to stabilize the performance of SIP
proxies even under a denial of service attack.

I. INTRODUCTION AND MOTIVATION

VoIP servers constitute the core components of any VoIP
infrastructure. These servers are responsible for processing and
routing VoIP signaling traffic and supporting various advanced
services such as call forwarding or voicemail. From a technical
point of view, a Voice over IP service resembles to a greater
extent an Email service than a traditional telecommunication
service. VoIP components use the same physical infrastructure
as Email services whether fixed or wireless, the same transport
protocols, e.g., TCP/IP and very often the same operating
systems and hardware, e.g. PCs. Hence, it is only natural to
expect that a VoIP system can suffer from the same security
threats as an Email system or any other system in the Internet.

The goal of a denial of service (DoS) attack is to prevent
legitimate users from using the attacked, e.g. victim, VoIP
servers and hence prevent them from initiating or receiving
calls. This can be achieved by flooding a VoIP server with
a high number of useless requests that would deplete one
or more resources of the host such as bandwidth, memory
or CPU. Thereby, the VoIP server would be overloaded and
would not have sufficient resources left for serving legitimate

requests. Work done in [1] suggests that overload situations
not only reduce the performance of a VoIP server but can
finally lead to a complete standstill of the complete VoIP
service. To withstand sudden increases in traffic or temporary
lack of resources, VoIP servers need to implement overload
control mechanisms that aim at reducing the work load of these
servers and prevent a complete depletion of their resources. In
designing the overload control mechanisms for VoIP servers,
the cause of the overload plays a major rule in deciding the
system’s reaction to the overload situation. On the one hand,
when overload is caused for example by a denial of service
attack, it would be useless to redirect the incoming traffic to
another server, as this would only result in overloading that
server as well. On the other hand, redirection would be an
appropriate option when the overload situation is caused by
software, hardware failures or unbalanced traffic load.

Currently, most VoIP services are based on the session
initiation protocol (SIP), [2]. SIP, however, does not offer
sufficient mechanisms for handling overload situations. Hence,
in this paper, we describe a new overload control scheme
designed to be used by SIP-based VoIP servers. The scheme
called Receiver-based SIP Overload Control Algorithm (R-
SOCA) aims at reducing the load on VoIP servers by shedding
traffic proportionally to the measured overload status. R-SOCA
is designed so that it takes the cause of the overload as well
the nature of the overloaded resource into consideration. R-
SOCA is designed to improve the performance of the SIP
proxies without the need to standardize new features of SIP or
to realize some cooperation or feedback between SIP proxies.

In Sec. II we take a brief look at possible causes of overload
and the current status of congestion control for SIP. R-SOCA
is then presented in Sec. III. To test the performance of R-
SOCA, R-SOCA was implemented as part of a SIP proxy.
The test results are described in Sec. IV. In our performance
investigation we investigate the capability of R-SOCA to
stabilize the behavior of a SIP proxy under various traffic
loads and models. Sec. V finally summarizes the paper and
describes the open issues that will need to be solved in future
work. Note that in the context of this paper only SIP proxies
will be mentioned. However, the proposed solution applies



equally well to all other kinds of SIP components such as
PSTN gateways, back-2-back user agents or softswitches.

II. BACKGROUND AND RELATED WORK

In its simplest form a SIP-based VoIP service consists of
user agents (UA), proxies and registrar servers. The UA can be
the VoIP application used by the user, e.g., the VoIP phone or
software application, a VoIP gateway which enables VoIP users
to communicate with users in the public switched network
(PSTN) or an application server, e.g., multi-party conferencing
server or a voicemail server.

The registrar server maintains a location database that binds
the users’ VoIP addresses to their current IP addresses.

The proxy provides the routing logic of the VoIP service.
When a proxy receives SIP requests from user agents or other
proxies it also conducts service specific logic, such as checking
the user’s profile and whether the user is allowed to use the
requested services. The proxy then either forwards the request
to another proxy or to another user agent or rejects the request
by sending a negative reply.

A SIP proxy acts in either statefull or stateless mode. In the
statefull mode, the proxy forwards incoming requests to their
destination and keeps state information about each forwarded
request until either a reply is received for this request or a
timer expires. If the proxy did not receive a reply after some
time, it will resend the request. In the stateless mode, the
proxy would forward the request without maintaining any state
information. In this case the user agents would be responsible
for retransmitting the request if no replies were received. As
the statefull behavior reduces the load on the user agents
and provides the service provider with greater session control
possibilities, e.g., forwarding the request to another destination
if the first one did not reply, statefull SIP proxies are usually
used by VoIP providers.

With regard to the SIP messages we distinguish between
requests and replies. A request indicate the user’s wish to
start a session (INVITE request) or terminate a session (BYE
request). We further distinguish between session initiating
requests and in-dialog requests. The INVITE request used to
establish a session between two users is a session initiating
request. The BYE sent for terminating this session would be
an in-dialog request. Replies can either be final or provisional.
Final replies can indicate that a request was successfully
received and processed by the destination. Alternatively, a
final reply can indicate that the request could not be processed
by the destination or by some proxy in between or that the
session could not be established for some reason. Provisional
responses indicate that the session establishment is in progress,
e.g, the destination phone is ringing but the user did not pickup
the phone yet.

SIP proxies constitute the core components of a VoIP
service and will have to handle signaling traffic arriving from
thousands if not millions of user agents. In this paper we

will therefore concentrate on providing a solution for handling
congestion scenarios that might influence the behavior of SIP
proxies.

From the brief description of SIP-based VoIP services, it
is obvious that there are two main resources that might get
overloaded at a SIP proxy, namely, CPU and memory. CPU
resources are used for parsing incoming messages and execut-
ing service specific tasks which might include writing logging
information, reading from a database or evaluating a user’s
profile for example. When acting in transaction statefull mode,
memory will be consumed at the SIP proxy for maintaining
various transaction state information related to the request.
This memory will be dedicated for this transaction until either
a final reply was received for this request or some timer
expires. [2] specifies that a proxy is supposed to keep these
state information for several seconds or even a few minutes
depending on the exchanged requests and replies. Besides
these two main resources several other resources are essential
to the proper working of a SIP proxy. This includes the number
of free processes or threads in a multi-process implementation,
see [3], the number of busy ports and disk space. Due to space
limitations we will not consider these resources in this paper.

CPU and memory could get overloaded at a SIP proxy due
to various reasons such as:
• Denial of service (DoS) attack: DoS attacks on a SIP

proxy can take different forms and target either the
memory consumption of the server or the CPU -or both
[4].

– Flooding attacks: With these kinds of attacks, an
attacker generates a large number of SIP requests.
Even if these requests end up being dropped by the
proxy, the proxy will first have to parse and process
them before deciding to either forward, reject or
drop them. Depending on the number of generated
requests, such attacks can misuse a large portion
oft the CPU available to the proxy and reduce
the amount of CPU available for processing valid
requests.

– Memory attacks: This is a more intelligent kind of
attack in which the attacker sends valid SIP requests
that are forwarded by the proxy to destinations that
do not answer properly. With each forwarded request
the proxy will maintain some transaction state. If the
destination of these requests does not answer at all,
then the proxy will keep on trying for some time,
32 seconds, the so called Timer B in [2], before it
can delete the state information. If the destination
answers with a provisional response but not with
a final one, then the proxy will have to keep the
transaction state for at least 3 minutes, the so called
Timer C in [2].

• Flash crowds: Flash crowd scenarios describe a sudden
increase in the number of phone calls in the network. An



example for this is when thousands of users want to vote
on a TV show. This sudden increase in the number of
calls will result in an increase in the required CPU and
memory at the server.

• Unintended traffic: Software errors or configuration mis-
takes can cause one or more user agents or SIP proxies to
send unintentionally multiples of the amount of the traffic
they usually generate. Even though the excess traffic is
not generated with malicious intent it is just as useless
as DoS traffic and can just as well cause an overload
situation.

• Software errors: Software errors include memory leak
problems or infinite loops. Memory leak would deplete
the available memory in a similar manner as a memory
DoS attack. An infinite loop could block the proxy from
serving SIP requests.

The session initiation protocol (SIP) is specified in the RFC
3261 [2]. While this specification describes the behavior of
a SIP proxy in general, it does not provide much guidance
on how to react to overload conditions. [2] indicates that
a server that is not capable of serving new requests, e.g.,
because it is overloaded, could reject incoming messages by
sending a 503 (service unavailable) reply back to the sender
of the request. Additionally, the 503 reply includes a retry-
after header which indicates to the sender of the request when
it can try to resend the request to this server. This would
signal the sender to try forwarding the rejected request to
another proxy and not to use the overloaded proxy for the
retry-after time. In case the overloaded server is contacted by
a lot of users then using different values of retry-after would
ensure that the traffic arriving at the proxy would only increase
gradually. However, in a lot of deployment scenarios a proxy
is contacted only by a few other proxies or gateways. In this
case using the 503 approach would result in a stop and go
traffic behavior at the overloaded proxy which would lead
to an oscillative and instable over all network behavior. Also
directing the traffic to other proxies would usually cause these
proxies to become overloaded themselves. Hence, using 503
is more likely to relief the overloaded proxy only when it is
facing a lot of user agents and in cases of internal errors, e.g.,
hardware or software problem, that would prevent the proxy
from performing in the expected manner.

In [5] the author discusses the drawbacks of using the 503
reply for indicating overload and the requirements an overload
control scheme should fulfill. Among these requirements, is
that an overload control scheme should enable a server to
support a meaningful throughput under all circumstances,
should prevent forwarding traffic to other servers that might be
overloaded themselves and should work even if not all servers
in the network support it.

Hilt describes in [6] an approach for handling overload
based on having the overloaded proxy exchanging load infor-
mation with its neighboring proxies. The neighboring proxies

would then adjust the amount of traffic they send to the over-
loaded proxy based on this information. While this approach
seems to be promising, no simulative or measured results are
reported for this work. Further, this approach requires the
definition of new headers and replies, making it usable mainly
between proxies that implement this solution.

[7] describes an approach for avoiding overload by separat-
ing different types of SIP messages into different queues and
allocating specific shares of the CPU to the different queues.
This approach can help in preventing overload situations
when for example the overload is caused by a certain type
of messages. However, this approach does not help against
memory attacks or flooding attacks that use different kinds
of SIP requests. In a related manner, in [8] the author also
discusses the possibility of using different queues to prioritize
certain messages. The authors in [9] presented initial results
comparing a SIP network without overload control, with the
built-in SIP overload control and with a rate-based overload
control scheme. However, their paper does not discuss issues
of denial of service or resource specific overload handling
mechanisms.

Using simulations, the authors in [10] compare between a
number of window and rate based overload control mecha-
nisms based on the feedback approach. While the results are
very promising the applicability of the presented solutions for
TCP is not discussed. Also these schemes require cooperating
proxies and are not optimized to deal with denial of service
attacks or to protect the server’s memory. Similar to some
of the approaches discussed above R-SOCA is also designed
to prioritize certain traffic in case of overload. However, in
addition, R-SOCA takes into consideration the causes of the
overload, e.g., DoS attack or flash crowd, in its reaction
to overload. R-SOCA further does not require cooperating
neighbors so it could be introduced without requiring other
servers to support overload mechanisms. Finally, R-SOCA can
be applied to servers using TCP as well as UDP and to protect
all kinds of server resources.

III. RECEIVER-BASED SIP OVERLOAD CONTROL
ALGORITHM (R-SOCA)

As discussed in Sec. II, a SIP proxy is said to be overloaded
if one or more of its resources is having a value above some
maximal limits. Going above these limits can destabilize the
system and even lead to complete failure, see [11]. Hence,
the goal of any overload control scheme is to reduce the load
on the resources. Reducing the load on the SIP proxy can
be realized by either dropping incoming requests or rejecting
them, e.g., sending back a 5xx reply. However, both options
have their costs in terms of CPU usage as well. In both cases,
the SIP proxy will have to receive the request and either drop
it or generate a reply and send it back. Fig. 1 depicts the results
of a simple measurement scenario in which a SIP proxy either
forwards all received requests, rejects all received requests



with a 500 reply or drops all received requests. The results
depicted in Fig. 1 suggest that dropping incoming requests,
consumes slightly less CPU at the SIP proxy than rejecting
them. However, dropping packets in SIP has its negative side
effects. A sender that does not receive a reply to one of its
requests will resend this request for a number of times. Hence,
dropping requests will actually lead to an increase in the
number of arriving requests at the SIP proxy. Considering that
dropping one request could result in the sending of 6 or more
retransmissions of the request, and that the CPU resources
required for rejecting a request are only 20% higher than for
dropping a request, the dropping approach will actually be
more costly in terms of CPU usage at the end. Further, a
sender that does not get a reply to its requests is likely to
search for another proxy and resend the request to that proxy.
This will finally lead to overloading other proxies as well.
Therefore, R-SOCA uses the rejection approach as the main
approach for reducing the load on the SIP proxy.

From Fig. 1 we can also observe that the amount of re-
sources used for forwarding requests is much higher than that
for rejecting them. For conducting the measurement, INVITE
messages were sent to a SIP proxy. INVITE messages that
are successfully forwarded will be followed by another two
requests ate least, namely ACK and BYE. Thereby, rejecting
an INVITE message will not only save the resources needed
for processing the INVITE message itself but would also save
the resources that would have been needed for processing other
in-dialog requests as well.
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Fig. 1. CPU costs of forwarding, rejecting and dropping requests

Besides aiming at reducing the load on the overloaded re-
sources, R-SOCA was designed with the following additional
goals in mind:

1) Keep the amount of used resources at the SIP proxy at
predictable levels.

2) While the stability of the SIP proxy is not endangered,
aim at serving the engineered load. Engineered load (E)
is defined as the number of requests the system should

be able to deal with. This includes the number of session
initiating INVITE messages (EI ), number of in-dialog
requests (ED), e.g., the requests that are exchanged as
part of a dialog such as BYE and re-INVITE messages,
number of REGISER messages (ER) and the number
of out-of dialog messages such as INFO, OPTIONS
or MESSAGE for example (EO). The values for the
engineered traffic are defined based on the experience
of the manufacturer of the SIP proxy and the expected
usage scenario.

3) Prioritize running sessions. This is based on the assump-
tion that a user would be more annoyed if his call gets
interrupted or can’t be terminated and he has to pay
more because his BYE request was rejected by the SIP
proxy than if he could not make a call in the first place.

4) Identify traffic that might be part of a DoS attack and
penalize it with a higher rate than other traffic

5) A SIP proxy implementing R-SOCA will interoperate
seamlessly with other SIP entities that have no knowl-
edge of R-SOCA.

A. Probabilistic Message Rejection

There are two main resources that need to be protected from
getting overloaded: memory and CPU. R-SOCA defines for
each resources (R), e.g., memory and CPU, two thresholds; a
minor (Rmin) and a major threshold (Rmax). Once the minor
threshold is exceeded, R-SOCA starts gradually reducing the
load on the SIP proxy by rejecting incoming requests with the
rejection probability of PR

T . Once the maximum threshold is
exceeded, all incoming requests are rejected. The minimum
threshold (Rmin) is set to the amount of resources required
to serve the so called engineered traffic (E). The engineered
traffic, is the amount of calls a SIP proxy is expected to receive
and process successfully under normal operational conditions,
e.g., no DoS attacks or flash crowd scenarios. The maximum
threshold (Rmax) is set to the amount of resources required
to handle some worst case scenarios such as flash crowds.

The major characteristics of R-SOCA can be described as
follows:
• At fixed time intervals T the current load status RT for

each resource R is measured and its rejection probability
(PR

T ) is determined.

PR
T =


0 RT ≤ Rmin

RT−Rmin

Rmax−Rmin
Rmin < RT < Rmax

1 RT ≥ Rmax

(1)

• The rejection probability to be used by the SIP proxy
(PT ) is then determined as the maximum value of all
PR

T . To avoid rapid changes in the rejection probability,
an averaged rejection probability (P̂T ) is determined as
a wighted moving average over time with

P̂T = P̂T−1 × (1− σ) + PT × σ (2)



For smoothening the rejection probability a σ of 0.6 was
used. This value proved after a couple of measurements as
the best choice between rapid reaction to sudden changes
in the traffic and smooth changes of the rejection value.
As the rejection probabilities are determined as moving
averages, they will not converge to 0 or 1. Hence, P̂t is
used as follows:

– If P̂t ≤ 0.05, then the system in not considered
overloaded and no incoming requests will be rejected

– With 0.05 < P̂t, then the system is considered
overloaded

– If any PR
T had a value of 1 then the system in

considered severely overloaded and P̂T is set to 1.
• when the system is in overload status INVITE requests

and out of dialog requests such as REGISTER and
MESSAGE will be rejected with probability of P̂T . To
ensure that emergency calls are processed even under
overload situations, emergency requests should not be
rejected. In-dialog requests are not rejected.

• when the system is considered severely overloaded, e.g.
P̂T set to 1, then all incoming requests will be rejected

The rejection is achieved by sending a 500 reply including a
retry-after header indicating that the user agent should resend
the request after Tretry seconds. The 500 replies are sent in
stateless manner. That is, no state information is maintained
for them and the negative reply is not retransmitted if no ACK
was received. In case the 500 reply is lost the sender would
resend the INVITE request. In case the sender receives the
500 reply it will send an ACK request. As the proxy will not
find an appropriate transaction state for the ACK it can just
drop it.

B. Denial of Service Protection

Now, it is naturally possible that a DoS attack would consist
of sending large amounts of requests that look like in-dialog
requests such as BYE messages for example. In such a case,
the above mentioned steps would not lead to a reduction of
the overload. To accommodate this scenario, for each type of
in-dialog requests, the number of such requests (D) is counted
and compared to the expected number of requests of this type
(Den). Depending on the used traffic model, see [12], each
type of requests will constitute a certain share of the overall
requests. So for example if 1000 calls per second are being
processed successfully, e.g., the INVITE messages are getting
a positive reply from the destination, then we can expect to
receive on the average also 1000 BYE requests per second.
If more than the expected level of a certain type of requests
was received then this can be seen as an indication of a DoS
attack and the requests arriving in excess of the expected
traffic should be dropped. Hence, the approach of Sec.III-A
is extended as follows:

• During each measurement interval T , the number of
arriving data packets (D) for each type of in-dialog
requests is counted.

• Each type of requests that exceeds its engineered value
will be dropped with a probability of ((D − Den)/D).
Re-INVITE messages will be rejected instead of dropped
with a 500 reply including a retry-after header indicating
that the user agent should retry the re-invite after Tretry

seconds.
Thereby, the rejection rate of the requests which are suspected
to be part of a DoS attack will be set proportionally to the
number of requests sent in excess of the engineered load. This
rejection probability would, however, still allow the forwarding
of the engineered load.

For the case of in-dialog messages, rejecting requests can
often have negative side effects. In IMS [13] the session estab-
lishment requires the exchange of an INVITE plus a number of
PRACK and UPDATE requests. In case the INVITE message
was accepted but the PRACK or UPDATE requests were
rejected then the session establishment would be prolonged
by at least the value of the retry-after indicated in the 500
reply. Also, a user agent that has sent a BYE might not even
wait for the duration of the retry-after time (Tretry) indicated
in the 500 replies.

As dropped messages will be normally retransmitted, the
retransmitted messages will have some chance of passing an
overloaded server. That is, with the exponential retransmission
approach used by SIP, see [2], a user agent would retransmit
an in-dialog request up to 9 times before quitting the session.

The re-INVITE messages can be rejected, as the user agents
have to maintain the transaction state anyway and delaying
will in general not have a considerable negative effects on the
user’s session.

The probability that all retransmitted requests sent by a
user agent get dropped can be determined as pn with p being
the drop or rejection probability at the proxy and n bing the
number of the retransmitted request. Hence, to ensure that the
probability that at least one of the retransmitted requests pass
through the overloaded server with a probability of ppass, p
should be set in the following manner:

pn < ppass (3)
p < n
√
ppass (4)

with set to 10.
Den is set to different values depending on the type of the

request. For requests that are sent only once in a dialog such
as BYE or UPDATE, Den is set to the following value:

Den = max(EI , I)×Ben (5)

with I as the average value of successful session initiating
INVITE requests and Ben as a burstiness factor used to
accommodate sudden bursts of traffic.



Re-invite messages occur more often during a session. In
this case, Den would be set to

Den = max(EI , I)×Ben ×Nr (6)

with Nr as the expected number of re-invite messages during
a session and can be estimated as the average duration of
a session divided by the session update timer, see [14].
The session update timer indicates the frequency with which
reINVITE messages are sent.

C. Burstiness Protection For CPU

On one hand, Internet traffic is rather bursty in nature,
see [15]. On the other, resources such as CPU should only be
measured as average values over some time intervals. Further,
continuously calculating the rejection rate and updating the
system behavior would require a considerable amount of re-
sources. Hence, it is possible that in between two measurement
points, a large burst of signaling packets arrives that would
require more processing resources than are available to the
system. To allow for bursts of traffic an internal traffic counter
is used that counts the number of received requests. Once the
number of received requests of one type of engineered traffic,
e.g., EI , ED, ER, EO exceeds a certain threshold, Ben times
the engineered traffic for that kind of requests with (Ben ≥ 1)
the excess traffic will be rejected. That is, if for example if
during the measurement interval T more than (EI × Ben)
INVITE requests were received the proxy will start rejecting
all incoming session initiating INVITE requests.

The CPU value is measured every T seconds. As the CPU
values CT oscillate, we use an averaged value of the CPU ĈT

and is determined as

ĈT = ĈT−1 × (1− σ) + CT × σ (7)

For our measurements we used a σ value of 0.6.

D. Memory Specific Overload Control Procedure

Besides CPU, memory constitutes the second critical re-
source that can become overloaded in a SIP proxy. When
acting in transaction stateful mode, a SIP proxy needs to keep
some state information describing on-going transactions for a
certain period of time. If no protective measures are taken,
then during an overload phase, all of the memory available to
the proxy might be occupied. In such a case the proxy would
no longer be able to serve new calls. The average period of
time during which the transaction state information must be
kept at the proxy depends on the type of the requests:
• A session initiating INVITE transaction would generally

last for a duration of TI . This value includes a ringing
period besides the processing delays at the traversed
proxies and the round trip delay.

• A REGISTER transaction usually lasts for a duration of
TR. This value includes two rounds of message exchanges

which are caused by the authentication procedure and the
delay at the registration server which includes the delay
caused by the database lookup and the delay needed for
conducting the authentication procedure.

• As the other kinds of SIP transactions generally do
not include user interaction or authentication delay, the
transaction delay TO consists mainly of the processing
and transport delay.

Hence, the minimum amount of memory (Mmin) needed to
support the engineered traffic can be determined as follows:

Mmin =
S × (EI × TI

+ED × TO + EO × TO + ER × TR) (8)

with S as the number of bytes used by a SIP proxy to keep
the state information of a transaction.

The maximum threshold Mmax is then set to

Mmax = Mmin ×B (9)

with B as a factor that allows us to accommodate cases of
higher delays in the network or bursts of traffic and is (B >
Ben).

As described in Sec. III-A while the value of the used
memory is between Mmin and Mmax the proxy would start
rejecting incoming requests, i.e., session initiating INVITE,
REGISTER and out of dialog requests, in a probabilistic
manner.

A simple denial of service attack can be realized by sending
SIP requests to destinations that do not reply. This would
cause the SIP proxy to start retransmitting the requests and
would prolong the duration over which the proxy needs to
keep the transaction state information considerably. Actually,
non-INVITE transactions would reside at the proxy for 32
seconds, INVITE transactions might have to be kept at the
proxy for several minutes. Such an attack would deplete
the memory resources at the proxy and would prevent it
from serving the engineered traffic. The probabilistic rejection
approach would not be sufficient by itself, as the memory
depletion is not caused by a high call arrival rate but due to
the excessive transaction delays. To accommodate this case,
once the consumed memory value reaches Mmin, all active
transactions will be continuously checked and
• All session initiating INVITE transactions that are older

then TI × B are then terminated and the sender of the
request is sent a 500 reply.

• All in-dialog transactions that are older then TO ×B are
terminated. No replies are sent to the originator of the
request. Thereby, if the request has not originated from
a malicious user, the request would be retransmitted and
would still have a chance of reaching its destination.

• All REGISTER transactions that are not destined to the
proxy and are older then TR ×B are terminated and the
originator of the request is sent a 500 reply.



• All other requests that are older then TO × B are ter-
minated and the originator of the request is sent a 500
reply.

While terminating a transaction prematurely deviates from
the specifications of SIP, see [2], this approach prevents the
depletion of the memory and enables the proxy to continue
serving non-malicious traffic, e.g., requests that are answered
by the end destinations in the average response times multi-
plied by B.

IV. PERFORMANCE EVALUATION

In this section we test the performance of R-SOCA under
different traffic conditions.

A. Test Environment

To test the performance of R-SOCA we extended a SIP
proxy1 with the required logic. The testbed itself consists of
a number of senders initiating calls to a number of receivers
through. The SIP requests are sent from the senders to two
forwarding SIP proxies which then forward the traffic to the
target SIP proxy. The SIP proxies are connected to the network
over a gigabit link, see Fig. 2. The senders and receivers are
emulated using the SIPP tool2. To be able to test R-SOCA the
target SIP proxy was extended with the following features:

• Measure the CPU load each T seconds
• Continuously measure the memory used by the proxy
• Count the amount of each type of incoming requests (D)
• Execute the R-SOCA logic, e.g., determine the rejection

probability (P̂T ) and the drop and rejection probability
of in-dialog messages

• Probabilistically reject or drop incoming requests if re-
quired so by R-SOCA. When there is the need to decide if
a request is to be forwarded or rejected a random number
between 0 and 1 is generated. If this number is lower than
the rejection probability then the request is rejected.

The proxy was configured to support an engineered load (EI )
of 2000 calls per second. The burstiness factor (Ben) was set
to 1.7.

B. CPU Performance Evaluation of R-SOCA

The minimum threshold (Cmin) was set to 20% of the
available CPU. This was determined by measuring the CPU
needed for handling the engineered traffic. The maximum
threshold (Cmax) was set to 40%.

1The SIP Express Router was used. See www.iptel.org for more information
2SIPP is an open source traffic generator available under

http://sipp.sourceforge.net/
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Fig. 2. Test environment

a) Performance of R-SOCA under Flash Crowd and
DoS Scenarios: In this test, the performance of R-SOCA is
tested when the proxy faces an increasing number of session
initiating INVITE requests. This can be due either to a flash
crowd scenario or an attacker generating large numbers of
session initiating INVITEs.

The arrival rate of the requests at the proxy is increased in
a linear manner up to a maximum of 5000 calls per second
and then is reduced again to the level of the engineered load
(EI ).
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Fig. 3. Relation between received and accepted calls for linear traffic when
using R-SOCA

Fig. 3 shows that even though the amount of incoming calls
is increasing the SIP proxy is still capable of serving at least
the engineered load (EI = 1000). The CPU usage depicted in
Fig. 4 shows that the CPU usage is bounded by the maximum
and minimum thresholds.

The same test was repeated with the target proxy using an
overload control mechanism based on sending a 503 reply
when the CPU load exceeds the maximum threshold (Cmax).
The 503 replies include a retry-after with a value that is
randomly chosen between 1 and 3 seconds. As for the case of
R-SOCA the CPU load was determined as a weighted moving
average.
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Fig. 4. Relation between CPU and rejection probability for linear traffic
when using R-SOCA

Fig. 5 depicts the relation between the incoming and ac-
cepted calls. Especially in the phase of a high number of
calls, the 503 based overload control schemes can achieve a
better throughput in terms of accepted number of calls than
R-SOCA. This stems from the different goals and control
strategies deployed by the two approaches. The goal of R-
SOCA is to keep the resource usage in predictable ranges.
The 503 approach aims at using all the possible resources for
serving the incoming requests. Therefore, with R-SOCA the
average CPU usage is in general below the maximum threshold
and the actual one exceeds the maximum threshold only rarely.
Fig. 6 depicts that when using 503 for overload control the
average CPU usage regularly exceeds the maximum threshold
and the actual value is often much higher. This not only leads
to the oscillative behavior of the system but can also lead to
instability as these CPU usage peaks can temporarily block
other processes on the system.
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Fig. 5. Relation between received and accepted calls for linear traffic when
using 503
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Fig. 6. Relation between CPU and rejection probability for linear traffic
when using 503

b) Performance of R-SOCA under Heavy Load: In this
scenario the performance of R-SOCA is tested when subjected
to an incoming call rate of around 10000 session initiating
INVITE requests per second which is much higher than the
supported engineered load (EI=1000). Actually the amount
of received traffic results in exceeding both the minimum and
maximum thresholds. As seen in Fig. 7 R-SOCA manages to
keep the CPU load around the maximum threshold (Cmax).
From Fig. 8 we can observe that the CPU load is distributed
between processing and rejection of the incoming calls. On
the average around 1500 calls per second are still success-
fully processed and maximally 1700 which is the maximum
accepted burstiness level.
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Fig. 7. CPU consumption of R-SOCA under heavy load

c) Performance of R-SOCA under BYE DoS Attacks: In
the previous tests DoS attacks were initiated by sending a large
number of INVITEs. In the scenario tested here, the emulated
DoS attack consists of a sender sending a constant load of
12000 BYE messages per second. With the DoS protection
mechanism of R-SOCA, BYE requests that arrive in excess of
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Fig. 8. Call processing behavior of R-SOCA under heavy load

the expected values are dropped. With an engineered traffic of
1000 calls per second and the burstiness factor set to 1.7,
the expected number of BYEs would be 1700. In general
a dropped BYE would be retransmitted by the user agent.
However, as it is simpler for an attacker to generate multiple
BYE requests instead of keeping a state machine that would
be needed for conducting the SIP retransmission behavior, it
is assumed here that an attacker will not retransmit a dropped
BYE.

Further, ppass was set to 10% which results in a maximal
allowed drop rate of 79.5%. Thereby, only 10% of the sent
BYE transactions will not be able to terminate successfully.

Fig. 9 depicts the behavior of the proxy when it is receiving
12000 BYE messages and 1000 INVITE requests per second.
The DoS protection mechanism will result in dropping BYE
requests both from the attacker as well as from legitimate
users. The dropped BYE requests which were sent by le-
gitimate users are retransmitted leading to an overall rate of
incoming BYE requests of around 18000 BYEs per second.
From Fig. 10 we can observe that even under this heavy load
of incoming messages, the overall CPU rate is at around 23%
which is only minimally higher than the used Cmin.

Tab. I summarizes the results of the measurement. Out of
nearly 200000 initiated calls around 15% of the calls were
rejected. Out of the successful calls 94% were successfully
terminated. 6% of the calls could not be terminated success-
fully as the sent BYE requests and their retransmissions were
dropped by the overloaded proxy. Note that by increasing the
value of the maximally expected BYE requests or using a
smaller ppass values would reduce the number of unsuccessful
terminations. However, this would mean that a larger number
of malicious BYE requests are processed by the proxy and
hence would lead to a higher CPU usage which would then
incresase the call rejection rate.

Fig. 11 depicts the behavior of the proxy when it is receiving
12000 BYE messages and 2000 INVITE requests per second,
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Fig. 9. Performance of R-SOCA under BYE DoS attack
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Fig. 10. CPU performance of R-SOCA under BYE DoS attack

e.g. double the engineered traffic. We can observe that the
proxy in this case will allow for the engineered traffic to
pass through. From Fig. 12 we can observe that even under
this heavy load of incoming messages, the overall CPU rate
is at around 30% which is between the thresholds used for
controling the CPU usage.

Tab. II summarizes the results of this measurement. Out of
nearly 330000 initiated calls around 50% of the calls were
rejected. Out of the successful calls 92% were successfully
terminated. 8% of the calls could not be terminated success-
fully as the sent BYE requests and their retransissions were
dropped by the overloaded proxy.

The same attack was launched on a server using 503 replies
for indicating overload. In this scenario 12000 BYE and 1000

Sent Invites Successful calls Successful termination
196911 161193 150150

TABLE I
OVERALL PERFORMANCE OF R-SOCA UNDER BYE DOS ATTACK
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Fig. 11. Performance of R-SOCA under BYE and INVITE DoS attack
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Fig. 12. CPU Performance of R-SOCA under BYE and INVITE DoS attack

INVITE requests per second were sent to the targeted server.
Once the CPU load of the server exceeds the maximum
threshold (Cmax) the proxy replies with a 503 to the incoming
INVITE requests. Upon that, the forwarding proxies stop
sending any new requests to the server for the retry-after
period.

The results depicted in Fig. 13 and Tab. III suggest that only
around 5% of the inititaed calls are successful. From Fig. 14 it
can be observed that the CPU load is nearly constantly around
the maximum threshold which is caused by the high number

Sent Invites Successful calls Successful termination
363662 184290 168857

TABLE II
OVERALL PERFORMANCE OF R-SOCA UNDER BYE AND INVITE DOS

ATTACK

Sent Invites Successful calls Successful termination
278938 46763 46763

TABLE III
OVERALL PERFORMANCE OF 503 UNDER BYE AND INVITE DOS ATTACK

of the BYE requests. Hence, while using 503 as the basis for
overload control might be sufficient for dealing with a high
number of incoming INVITE requests, further mechanisms are
needed for handling of DoS attacks.
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Fig. 14. CPU Performance of 503 under BYE and INVITE DoS attack

C. Memory Control Performance of R-SOCA

With each received request, a stateful SIP proxy maintains
some transaction state until the transaction is terminated. A
simple yet effective DoS attack would consist of sending a
lot of requests that are not answered. This can be realized
by manipulating a receiver or creating a fake SIP account and
bounding some address to it on top of which no SIP software is



running. In this case the SIP proxy will retransmit the request
a number of times before timing out the transaction.

In this section the behavior of R-SOCA is tested in the case
overload is caused by high memory consumption. The used
SIP proxy consumes around 8.5 KBytes per transaction and the
used average call establishment time (TI ) is set to 10 seconds
and the engineered traffic is set to 1000 calls per second. This
results in a minimal threshold (Mmin) of 85 MBytes and with
the maximum allowed transaction duration set to 20 seconds,
e.g., B = 2, the maximum threshold (Mmax) is set to 170
MBytes.

Figure 15 shows the memory consumption of the SIP
proxy for the case when the proxy is receiving 1000 calls per
second. The INVITE requests are addressed to receivers that
do not reply. The figure shows that the memory consumption
increases over time. After passing the minimum threshold
(Mmin) the proxy starts rejecting calls and once the maximum
transaction time expires, e.g. 20 seconds, the proxy will start
releasing memory and the memory consumption stabilizes at
a level that is between the maximum and minimum thresh-
olds. The number of calls stabilizes at around 720 calls per
second, see Fig. 16. Thereby, the combination of call rejection
and transaction termination manages to keep the memory at
predictable levels.
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Fig. 15. R-SOCA memory control

Figures 17 and 18 depict the performance of the system
under a higher load of incoming calls, namely 2000 calls
per second. As previously the calls are destined to receivers
that do not answer. From the figures we can observe that
with R-SOCA the memory usage is still bounded between
the maximum and minimum thresholds. The call throughput
is around 780 calls per second.

To test the behavior of a system that uses 503 for regulating
overload status the previously run tests were repeated with the
target proxy rejecting calls with a 503 reply as soon as the
memory reaches the Mmax. The retry-after value was set to
1 second. Further, the proxy terminates transactions that are
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Fig. 16. Call throughput in case of memory overload
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Fig. 18. Call throughput in case of memory overload and flash crowd



older than then the maximum transaction time which was set
here to 20 seconds. The incoming call rate was set to 2000
calls per second.
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Fig. 19. R-SOCA memory control in case of a flash crowd
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From figures 19 and 20 we can observe that the system
shows a rather oscilative behavior with the periods of high
call throughput and then periods of call rejection. The memory
is nearly constantly at Mmax. While the average rate -around
920 calls per second- is higher than with R-SOCA, the overall
behavior is is a top and go manner with periods of call
acceptance and then call rejection. Also the memory is used
all of the time at the maximum possible value.

V. SUMMARY AND FUTURE WORK

In this paper we presented a novel scheme for dealing with
overload situations in SIP proxies. The measurement results
suggest that R-SOCA can achieve its goals and enable an
overloaded SIP proxy to continue serving SIP traffic under
high overload situations and denial of service attacks and still
keep the resource usage at a pre-defined and expected level.

Compared to the basis mechanism of SIP, e.g., sending a
503 reply when in overload status, R-SOCA achieves a more
predictable and stable behavior. While with 503 it is possible
to achieve a higher throughput in some scenarios, this is only
achieved at the cost of higher resource usage and a more
oscillative behavior.

While already offering very promising results, R-SOCA will
have to be extended to support additional features especially
in the area of dynamic parameter setting. Currently, the
thresholds used for determining the overload status of the SIP
proxy are pre-defined and are set based on measurement of
the system. Detecting and setting these thresholds dynamically
would enhance the efficiency of R-SOCA and reduce the
configuration overhead. Measuring the distribution of request
types and setting the expected values for each request type
dynamically, would further improve the DoS detection and
enable R-SOCA to react faster to to such attacks.

Finally, besides optimizing the schemes, future work will
investigate the performance of R-SOCA in real-live environ-
ments and under different usage scenarios.
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